MOODY’S Passfort Lifecycle

Exploring Cyber Risk

Expanding digital operations and third-party ecosystems can expose your organization to cyber threats, posing
financial, technical, reputational, and operational risks. Understanding these risks is crucial but integrating them into
business-wide risk management can be challenging.

Moody’s, in partnership with Bitsight, has integrated top-tier cybersecurity ratings into Passfort, enhancing Moody’s
risk management solutions. This partnership offers a comprehensive view of third-party risks across various
dimensions while providing effective tools to identify, measure, monitor, and mitigate cyber risk exposure.

HOW IT WORKS

The cyber risk rating uses a data-driven approach to rate an organization’s security effectiveness. The result is an
objective assessment of an organization’s security posture. Bitsight’s rating has been proven by third parties to
significantly correlate the likelihood of a breach or ransomware attack.

Use Passfort’s Cyber Risk check to: o

— Assess a customer’s cybersecurity risk during = -
onboarding and diligence processes. Customers who Z
exhibit poor cybersecurity hygiene pose a greater o | T
risk of experiencing a cyber-attack or being a victim — @o i

of a financial crime.

— Monitor the cybersecurity performance of customers
and third parties continuously to reduce the i ]
likelihood of cybersecurity incidents and fraud.

Leverage the cyber risk check to assess complex,
interconnected risks and make more informed decisions.

For more information, please click here or alternatively call:
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